
 

TIPS TO PREVENT LANDING IN SPAM   

CAN-SPAM KNOWLEDGE & COMPLIANCY 

This is by far our most important point on this list. The CAN-SPAM Act is a law that 

sets the rules and requirements applicable to all commercial email. Commercial 
email is defined as any electronic mail message, the primary purpose of which is the 

commercial advertisement or promotion of a commercial product or service. Failure 

to abide by the law can result in “penalties of up to $16,000” per email. The law 

presents seven main requirements:  

  

• Do not use false or misleading header information. 

• Do  not use deceptive subject lines. 

• Identify the message as an ad.  
• Tell recipients where you are located. 

• Tell recipients how to opt out or unsubscribe from future emails.  

• Honor opt out and unsubscribe requests promptly.  

• Monitor what others are doing on your behalf.  

 

For more detailed information, please visit the Federal Trade Commission’s website.  

 

PROVIDE A WAY TO OPT OUT OR UNSUBSCRIBE 

While opt out/unsubscribe is a requirement of the CAN-SPAM Act, we find it so incredibly important that we wanted to give 

it another shout-out. Each email must contain a clear and conspicuous explanation as to how recipients can remove 

themselves from receiving future correspondences from you.  

 
Furthermore, you must be able to honor these requests in a prompt manner. The CAN-SPAM Act notes that the request 

must be honored within 10 business days of the request.    

 

BE ATTENTIVE TO IMAGE USAGE 

As a rule of thumb, it is recommended that you balance your text to image ratio; including several lines of text for every 

image within your template. Avoid sending emails that contain many images or that contain a single image without any text, 

as these types of email are highly likely to be marked as spam.  
 
In some instances, email providers block images from appearing in the email. For this reason, it is recommended to add 

“Alternative Text” to your images. Alternative Text helps identify each image and conveys the intended message if the 

image does appear or is blocked by an email provider.  

 

AVOID ATTACHMENTS 

While it seems convenient to include attachments with your marketing emails, it is not a good idea. True spam emails often 

contain destructive attachments that can cause harm if opened by a recipient. For this reason, including attachments will 
cause your email to be flagged and inevitably meet the fate of the spam folder.  

 

To learn more about safer alternatives, check out our suggestions on alternative methods for file sharing.  

 

USE REPUTABLE URLS 

Spam filters evaluate URLs within your email. If the domain has a poor reputation, you may be penalized for this. For this 

reason, it is recommended to only include URLs from reputable domains in your email.  

 

https://www.ftc.gov/tips-advice/business-center/guidance/can-spam-act-compliance-guide-business
http://help.claritysoft.com/live-marketing-module-email-campaign-attachments


 

REMOVE TRIGGER WORDS, PHRASES, AND REPETITION 

There are hundreds of trigger words and phrases that raise flags to spam filters, such as free, guarantee, see for yourself, 

and no hidden costs. These types of words and phrases should be extremely limited, if not avoided entirely, not only in the 

body of your email message but in your subject lines as well.  

 
Exclamation points and excessive usage of other punctuation are also likely to get your email flagged by a spam filter, not to 

mention they can give your email an unprofessional appearance.  

 

For more examples of common spam trigger words, we recommend checking out this blog.   
 

SPELL CHECK, PROPER CASING, AND LENGTH 

Utilizing spell check boosts your professional appearance while maintaining your spam prevention integrity. Numerous 

spelling and grammar errors not only emit carelessness but are also likely to land you in the spam folder before ever 

reaching an inbox.  

 

In addition, emails composed entirely in capital letters are another way to get your emails flagged as spam.  

 
Experts also recommend limiting the length of your email to roughly 400 words. The idea is to clearly get your message 

across, while not overwhelming the recipient.  

 

CLEANUP INVALID EMAIL ADDRESSES 

Invalid email addresses happen; but there are ways to avoid them and clean them up once you are aware of them.  

 

For this reason, we recommend that you avoid using purchased lists if possible. In many cases, purchased email lists contain 

outdated or invalid email addresses, which lead to hard bounces. A reputation for consistent hard bounces from a sender 
can negatively impact your sender score, which is used by spam filters to identify the reputation of an email sender.  

 

To help maintain a reputable score we recommend assessing your bounce rates after each mailing, cleaning up any invalid 

email addresses, and removing any repeat offenders from your future mailing lists.  

 

SEND TEST EMAIL TO SEVERAL EMAIL PROVIDERS 

It is recommended that you send a few test emails to several different email providers such as Outlook, Gmail, Go Daddy, 
etc. prior to sending your finalized marketing correspondence to your recipient list. Not only will this ensure that the email 

template renders properly in different environments, but it will give you a chance to confirm that your email is making it to 

the inbox.  

 

REQUEST SUBSCRIBERS TO WHITELIST YOUR DOMAIN 

This one is pretty straight-forward: ask your recipients to whitelist your domain. By making this simple request, it will 

eliminate the chance of your email being flagged as spam.   

 

UTILIZE A SPAM CHECKER 

There are several free tools, such as SpamAssassin and Mail-Tester, that can be utilized to determine a spam score for your 
email. This score will help you determine the likelihood of your email being flagged by a spam filter prior to sending your 

finalized email to your recipient list.   

 

https://www.mannixmarketing.com/blog/spam-trigger-words/

