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Prerequisites 

 This guide gives examples using the Microsoft Windows 10 Operating System, but the steps can be 

performed on any Operating System supported by the Amazon Web Services (AWS) CLI Tool.  

 

 You must have an existing Vault V2 account and a Vault V2 Storage Account with valid 

credentials (Access Key + Secret Key).  

 

 The Vault V2 endpoints must be accessible from your device, including the following: https://s3-

nzl.vault.net.nz, https://iam.vault.net.nz  

 

Process 

1.0 Download and Install the AWS CLI Tool 

1.1 Download the AWS CLI Installer 

 

Navigate to the following URL: AWS Command Line Interface (amazon.com)  

 

On the above website, click on the download link for the AWS CLI Installer for Windows.   

 

 

 

Confirm that the installer has been successfully downloaded, by confirming it exists in your Downloads 

Folder (or the folder you selected for the file to be downloaded to).  

 

 

https://s3-nzl.vault.net.nz/
https://s3-nzl.vault.net.nz/
https://iam.vault.net.nz/
https://aws.amazon.com/cli/
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1.2 Install the AWS CLI 

 

Double Click on the AWS CLI Installer to start the install wizard.  

 

Once open, click the ‘next’ button to proceed.  

 

 

 

 

Ensure you read the license agreement and accept all of the terms listed.   

 

If you accept all of the terms in the End-User License Agreement for the software, check the ‘I accept the 

terms in the License Agreement’ checkbox.  

 

Note – ensure you agree to the license agreement before checking the ‘I accept the terms in the License 

Agreement’ box. 

 

Once checked, click next.  
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Once you’ve clicked on Next, you will get to the Setup Screen.    

 

Feel free to modify these settings if you like to install software in a custom location, but I would 

recommend using default settings.  

 

Once you’ve configured this, click on next.  

 

 

 

Once you’re satisfied with the configuration, click ‘Install’.   

 

This will install the application on your device.  



 
  

 

This document is intended for CCL Customers Only. 

 

 

Note – this application requires you to have Local Administrator privileges.  It will require accepting a User 

Account Control (UAC) Prompt.  

 

 

  

 

 

The install will then proceed, accept any User Account Control Prompts that popup.   

 

After it’s succeeded, click on Finish.  

 

 

 

The installation of the AWS CLI Tool has now completed, it will be added to your $PATH variable.  
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2.0 Set Up the AWS CLI Tool 

2.1 Configure the AWS CLI 

 

Now that you’ve installed the AWS CLI, you need to configure it.   

 

Open up a Windows PowerShell window.  This is located in the ‘Windows PowerShell’ start menu sub-

folder.  

 

 

 

Once Open, type in the ‘aws’ command.  

 

You should see some output, indicating that a program is at least running.  

 

 

 

 

You now need to configure the AWS CLI to use your Vault V2 S3 Credentials 
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Type in the ‘aws configure’ command.  

 

Fill in the form presented with the following: 

 AWS Access Key ID – This should be your Vault V2 Access Key 

 AWS Secret Access Key – This should be your Vault V2 Secret Key 

 Default Region Name – This must be ‘nzl’ 

 Default output format – This can be set to whatever you want, you can leave it to None. 

 

Re-run the ‘aws configure’ command, and press enter at every field to confirm your settings are correctly 

set.  

 

 

 

3.0 Set-Up an IAM User 

3.1 Create the User 

 

This section describes how to create a normal IAM User with no policies assigned.  

 

Creating an IAM User is very simple using the AWS CLI, you just need to run the below command, 

substituting ‘example-user’ for your username of choice.  

 

‘aws --endpoint-url https://iam.vault.net.nz iam create-user --user-name example-user’ 

 

 

 

You will get output indicating some of the basic details about the newly created user.  

 

 

 

https://iam.vault.net.nz/
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3.2 Listing Existing Users 

It’s important to know what IAM users currently exist, this allows you to identify potential security risks and 

holes before they become a concern.  

 

You can list IAM Users on your Vault V2 Storage Account using the below command:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam list-users’ 

 

 

 

As you can see, you get a JSON formatted list of users.  

 

3.3 Create an Access Key for a User 

 

Before you can use an IAM User on Vault V2, you must create an access key/secret key pair.  

 

You can do this using the below command:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam create-access-key --user-name example-user’ 

https://iam.vault.net.nz/
https://iam.vault.net.nz/


 
  

 

This document is intended for CCL Customers Only. 

 

 

 

 

Note - Ensure you record the Secret Key here, as you will be unable to display it again.  If you do lose it, 

you can simply re-create a new secret key.  

 

4.0 Managing IAM Users 

 

4.1 Managing IAM User Credentials 

 

If for some reason, you believe an access key has been compromised and you do not want to delete the 

key entirely, you can choose to De-activate the key.  

This means that the key will no longer work, but you can re-activate it easily.  

 

4.1.1 Listing Access Keys 

 

Before you can active or deactivate an access key, you need to know which access key you’d 

like to update.  

 

You can list access keys for an IAM user using the below command:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam list-access-keys --user-name example-user’ 

 

 

 

Note - it is impossible to recover the secret key, you must record it somewhere safe in the first           

instance.  

 

 

https://iam.vault.net.nz/
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4.1.2 Disabling Access Keys 

 

If for some reason, you believe that some credentials for an IAM user have been compromised, 

you can revoke access from the credentials.  

 

You can use the following command:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam update-access-key --access-key-id xxxxxxxxxx --

status Inactive --user-name example-user’ 

 

You can then list the access key to verify.  

 

 
 

 As you can see, the access key’s status is now set to Inactive.  

 

4.1.3 Enabling Access Keys 

 

You may want to re-enable previous disabled IAM User Credentials.  For example, if you disabled 

some keys that you believe are unused, but it broke a backup application.  

 

You can run the following command to enable an IAM User’s access key:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam update-access-key --access-key-id xxxxxxxxxx --

status Active --user-name example-user’ 

 

 

You can then list the access keys to verify. 

 

 

 

As you can see, the access key’s status is now set to active.  

 

 

 

 

https://iam.vault.net.nz/
https://iam.vault.net.nz/
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4.1.4 Deleting Access Keys 

 

If you have disabled an access key for an extended period and would like to delete it, you can 

do so by using the below command:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam delete-access-key --access-key-id xxxxxxxxxx --

user-name example-user’ 

 

You can then list access keys to verify.  

 

 

 

4.2 Managing IAM User Policies 

 

4.2.1 Creating an IAM User Policy 

 

Designing IAM User Policies is outside the scope of this guide, but I have attached some basic IAM 

examples below, which you can use to tinker with.   

 

Please refer to 5.0 - Example IAM Policies section to view these examples.  

 

There are also some great references to assist you with designing an IAM policy to suit your 

organization’s needs:  

 

AWS Bucket Policies and User Policies Documentation - Bucket policies and user policies - Amazon 

Simple Storage Service 

 

AWS Security Blog: Writing IAM Policies: How to Grant Access to an Amazon S3 Bucket - Writing 

IAM Policies: How to Grant Access to an Amazon S3 Bucket | AWS Security Blog 

 

Veeam Knowledge Base KB3151: How to Create Secure IAM Policy for Connection to S3 Object 

Storage - KB3151: How to Create Secure IAM Policy for Connection to S3 Object Storage 

(veeam.com) 

 

4.2.2 Putting an IAM Policy on a User 

 

Once you have created your IAM Policy, you can attach it to your IAM User.  

 

You can use the below command:  

 

‘aws --endpoint-url https://iam.vault.net.nz iam put-user-policy --user-name example-user --policy-

name example-policy --policy-document file://example.json’ 

 

Note - in the above example, the example.json file was in my working directory.  

https://iam.vault.net.nz/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/using-iam-policies.html
https://aws.amazon.com/blogs/security/writing-iam-policies-how-to-grant-access-to-an-amazon-s3-bucket/
https://aws.amazon.com/blogs/security/writing-iam-policies-how-to-grant-access-to-an-amazon-s3-bucket/
https://www.veeam.com/kb3151
https://www.veeam.com/kb3151
file://///example.json
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 You can then list out the applied IAM Policies to verify.  

 

 

 

 

4.2.3 Listing Attached IAM Policies 

 

If you want to list currently applied policies on an IAM User you can use the below command:  

 

‘aws --endpoint-url https://iam.vault.net.nz list-user-policies --user-name example-user’ 

 

 
 

 

 

 

 

 

5.0 Example IAM Policies 

 

Below is some JSON for some example IAM Policies you can use or modify to secure your Vault v2 

account by restricting user permissions.  

 

Note:  

The listed policies below are examples which can be modified and used by Vault V2 customers on their 

IAM Users.   

https://iam.vault.net.nz/
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Please keep in mind, that these are only examples and should be modified to suit your Vault V2 users 

before applying them.  

 

 

5.1.1 Example 1.0 - Write-Only for all buckets 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "s3:ListAllMyBuckets" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Sid": "VisualEditor1", 

            "Effect": "Allow", 

            "Action": [ 

                "s3:HeadObject", 

                "s3:ListBucket", 

                "s3:AbortMultipartUpload", 

                "s3:PutBucketCORS", 

                "s3:PutBucketLogging", 

                "s3:PutBucketNotification", 

                "s3:PutBucketObjectLockConfiguration", 

                "s3:PutBucketRequestPayment", 

                "s3:PutBucketTagging", 

                "s3:PutBucketVersioning", 

                "s3:PutBucketWebsite", 

                "s3:PutEncryptionConfiguration", 

                "s3:PutLifecycleConfiguration", 

                "s3:PutObject", 

                "s3:PutObjectLegalHold", 

                "s3:PutObjectRetention", 

                "s3:PutObjectTagging", 

                "s3:PutObjectVersionTagging", 

                "s3:PutReplicationConfiguration", 

                "s3:RestoreObject" 

            ], 

            "Resource": [ 

                "arn:aws:s3:::*", 

                "arn:aws:s3:::*/*" 

            ] 

        } 

    ] 

} 
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5.1.2 Example 2.0 - Read-Only for all buckets 

 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "s3:ListAllMyBuckets" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Sid": "VisualEditor1", 

            "Effect": "Allow", 

            "Action": [ 

                "s3:HeadObject", 

                "s3:ListBucket", 

                "s3:GetBucketAcl", 

                "s3:GetBucketCORS", 

                "s3:GetBucketLocation", 

                "s3:GetBucketLogging", 

                "s3:GetBucketNotification", 

                "s3:GetBucketObjectLockConfiguration", 

                "s3:GetBucketPolicy", 

                "s3:GetBucketRequestPayment", 

                "s3:GetBucketTagging", 

                "s3:GetBucketVersioning", 

                "s3:GetBucketWebsite", 

                "s3:GetEncryptionConfiguration", 

                "s3:GetLifecycleConfiguration", 

                "s3:GetObject", 

                "s3:GetObjectAcl", 

                "s3:GetObjectLegalHold", 

                "s3:GetObjectRetention", 

                "s3:GetObjectTagging", 

                "s3:GetObjectTorrent", 

                "s3:GetObjectVersion", 

                "s3:GetObjectVersionAcl", 

                "s3:GetObjectVersionTagging", 

                "s3:GetReplicationConfiguration", 

                "s3:ListBucketMultipartUploads", 

                "s3:ListBucketVersions", 

                "s3:ListMultipartUploadParts" 

            ], 

            "Resource": [ 

                "arn:aws:s3:::*", 

                "arn:aws:s3:::*/*" 
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            ] 

        } 

    ] 

} 

 

 

 

5.1.3 Example 3.0 - All Actions for a single bucket 

{ 

    "Version": "2012-10-17", 

    "Statement": [ 

        { 

            "Sid": "VisualEditor0", 

            "Effect": "Allow", 

            "Action": [ 

                "s3:ListAllMyBuckets" 

            ], 

            "Resource": "*" 

        }, 

        { 

            "Sid": "VisualEditor1", 

            "Effect": "Allow", 

            "Action": "s3:*", 

            "Resource": [ 

                "arn:aws:s3:::example-bucket", 

                "arn:aws:s3:::*/*" 

            ] 

        } 

    ] 

} 

 

 

6.0 Example Bucket Policies 

 

Below are some JSON examples for bucket policies. 

   

Note:  

The listed policies below are examples which can be modified and used by Vault V2 customers on their 

buckets.   

Please keep in mind, that these are only examples and should be modified to suit your Vault V2 buckets 

before applying them. 

 

6.1.1 Example 4.0 – Block Internet Access for all buckets 

{ 
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  "Version": "2012-10-17", 

  "Statement": [ 

    { 

      "Sid": "VisualEditor0", 

      "Action": "s3:*", 

      "Effect": "Deny", 

      "Principal": "*", 

      "Resource": "*", 

      "Condition": { 

        "IpAddress": { 

          "aws:SourceIp": [ 

            "10.xxx.xxx.7/32", 

            "10.xxx.xxx.7/32" 

          ] 

        } 

      } 

    } 

  ] 

} 

 

Note – Please contact CCL for Internet-facing IP addresses, which can be used to block access to your 

Vault V2 buckets from the internet-facing endpoints.  

7.0 Further Reading 

 

This guide only covers very basic IAM Administration using the AWS CLI.   

 

I would recommend reading the following for more information:  

 

AWS CLI Command Reference | IAM - iam — AWS CLI 2.2.6 Command Reference (amazonaws.com) 

 

 

 

https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/index.html

